SO THONG TIN VA TRUYEN THONG CQNG HOA XA HQI CHU NGHIA VIET NAM

TINH THANH HOA Péc 1ap - Tw do - Hanh phic
TRUNG TAM CNTT&TT
Sé: 94 [TTCNTT&TT-QTHT Thanh Hoad, ngay 27 thang 2 nam 2024

Vv 15 hong an toan thong tin anh huong
cao va nghiém trong trong cac san pham
Microsoft cong bo thang 02/2024.

Kinh guri:
- Van Phong Tinh uy;
- Van Phong Poan DPBQH va HPND tinh;
- Van Phong UBND tinh;
- C4c s0, ban, nganh cép tinh;
- UBND céc huyén, thi x3, thanh phd;
- Cac to chirc doan thé chinh trj cap tinh;
- Céac doanh nghi¢p VT, CNTT trén dia ban tinh.

Can cir Cong van s6 210/CATTT-NCSC ngay 22/02/2024 vé viéc 16 hong an
toan thong tin anh hudng cao va nghiém trong trong cac san pham Microsoft cong
b thang 02/2024 ctia Cuc An toan thong tin, B6 Thong tin va Truyén thong. Theo
d6, ngay 13/02/2024, Microsoft da phat hanh danh sach ban vé thang 02 voi 72 16
hong an toan thong tin trong cac san phim ciia minh. Ban phat hanh thang nay dic
biét dang chu ¥ vao céc 15 hong an toan thong tin ¢6 muc anh hudng cao va nghiém
trong sau:

- Lb hong an toan théng tin CVE-2024-21410 trong Microsoft Exchange
Server cho phép ddi twong khdng can xac thuc thuc hién tin cong leo thang dic
quyén. L4 hong hién dang bi khai thac trong thuc té.

- 02 156 hong an toan thong tin CVE-2024-21413, CVE-2024-21378 trong
Microsoft Outlook cho phép ddi twong tin cong khéng can xac thuc thyc thi ma
tu xa.

- L& héng an toan théng tin CVE-2024-21399 trong Microsoft Edge
(Chromium-based) cho phép dbi twong tin cong thuc thi ma tir xa.

- L6 héng an toan thdng tin CVE-2024-21412 trong Internet Shortcut Files
cho phép d6i twong tan cong vuot qua co ché bao mat. LS hong hién dang bi khai
thac trong thuc té.

- L& hdng an toan théng tin CVE-2024-21379 trong Microsoft Word cho phép
d6i tuong tan céng thyuc thi ma tir Xa.



- L6 hdng an toan théng tin CVE-2024-21384 trong Microsoft Office OneNote
cho phép d6i twong tin cong thuc thi ma tir xa.

- L6 hdng an toan théng tin CVE-2024-20673 trong Microsoft Office cho phép
déi twong tin cong thuc thi m tir xa.

- L& hong an toan thong tin CVE-2024-21351 trong Windows SmartScreen cho
phép d6i tuong tin cong vuot qua co ché bao mat. LS hong hién dang bi khai thac
trong thuc té.

(Thong tin chi tiét cac 16 héng bao mat co tai Phu luc 01 kem theo.)

Hién nay, qua theo ddi trén hé thong Trung tam Diéu hanh an toan, an ninh
mang cua tinh, dang ghi nhan tai hé théng mang cua cac co quan, don vi co lay
nhiém ma doc, két ndi dén cac hé théng do tin tic diéu khién. Pong thoi chua thuc
hién cap nhat cac 16 hong bao mat da canh béo trudc day trén cic may tinh cia can
bd cong chtic, vién chuc (danh sach cac don vi theo Phu luc 02, 03 kem theo).

Pé bao dam an toan thong tin mang ddi véi cac hé thong thong tin trong céc
co quan nha nudc trén dia ban tinh, Trung tim Cong nghé thong tin va Truyén thong
Thanh Hoa dé nghi cac co quan, don vi chi dao cac bd phan, ca nhan thuc hién
nhitng nd1 dung sau:

1. T6 chirc kiém tra, ra soat va xac dinh may tinh trong pham vi co quan, cac
don vi tryc thude va UBND cép x3a dang sir dung hé diéu hanh Windows c6 kha
nang bi anh huéng (néu c6), thuc hién cap nhat ban va kip thoi dé tranh nguy co bi
tan cong (Huwdng dan chi tiét tai dia chi: https.//attt.thanhhoa.gov.vn ).

2. Cac co quan, don vi dang c6 két n6i ma doc va chua cap nhat déy da cac 16
hong bao mat trén cac may tinh dd khuyén nghi. P& nghi khan truong tién hanh
kiém tra, ra soat va khoanh ving tim kiém dé g& bo mi doc dang lay nhiém trén
cac may tinh trong hé thong mang ctia don vi.

3. Chi dao To tmg ctru sy ¢b an toan thong tin mang tai co quan, dia phuong
minh trién khai cha dong ra soat va sin sang phuwong an xur 1y sy ¢b khi phat hién
c6 du hiéu bi khai thac, tin cong mang; dé)ng thoi phé bién, tuyén truyén kip thot
cac nguy co vé mat an toan thong tin dugc canh béo clia cac co quan chiic ning
trong pham vi co quan, dia phuong.

Sau khi thyc hién, dé nghi cac co quan, don vi bao céo so liéu (s6 may da xur
Iy/tong s6 may) vé Trung tim Cong nghé thong tin va Truyén théng Thanh Hoa (co
quan thuong truc cia Di tng ciru sw ¢o an toan théng tin mang cua tinh) trude

ngay 11/03/2024 dé tong hop.


https://attt.thanhhoa.gov.vn/

Trong qué trinh thuc hién, néu gap khé khin, vudng méac vé ky thuat lién quan
dén cac ndi dung, cong viée trén dé nghi lién hé véi Trung tim Cong nghé thong
tin va Truyén thong Thanh Hoa dé phéi hop hd trg, xtr 1y.

Dién thoai: (0237)3718.699; Thu dién tu: ungcuusuco@thanhhoa.gov.vn./.

Noi nhdn: KT. GIAM POC
- Nhu kinh guri; . ‘ A
- S¢ TT&TT (dé bic); PHO GIAM DOC

- PGP S¢ Nguyén Vin Tudc (dé bic);
- Giam doc Trung tam (dé b/c);
- Luu: VT, QTHT.

Tran Ngoc Hung



Phu lyc 01: Thoéng tin cac 16 hong bao mat thang 01/2024
(Kem theo cong van so

/TTCNTT&TT-QTHT ngay
cua Trung tam Cong nghé thong tin va Truyén thong Thanh Hoa)

thang nam 2024

1. Théng tin cac 16 hong bao mat

STT

CVE

MO ta

Link tham khao

CVE-2024-21410

- Diém: CVSS:
(Nghiém trong)

- M6 ta: L3 hong trong
Microsoft Exchange
Server cho phép doi
twong khong can xac
thuc thuc hién tan cong
leo thang dic quyén. L
hong hién dang bi khai
thac trong thyc té.

- Anh hudng: Microsoft
Exchange Server 2016,
2019.

9.8

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21410

CVE-2024-21413
CVE-2024-21378

- biém: CVSS:
(Nghiém trong)

- M6 ta: L& hong trong
Microsoft Outlook cho
phép ddi tugng tan cong
khong can xac thuc thuc
thi ma tur xa.

- Anh huong: Microsoft
Office, Microsoft Office
LTSC, Microsoft 365
Apps for  Enterprise,
Microsoft Outlook.

9.8

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21413
https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21378

CVE-2024-21399

- Diém: CVSS:
(Trung binh)

- Mb ta: LS hong trong
Microsoft Edge
(Chromium-based) cho
phép ddi twong tan cong
thuc thi ma tir xa.

- Anh huong: Microsoft

8.3

Edge (Chromium-based).

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21399




CVE-2024-21412

- biém: CVSS: 8.1 (Cao)
- Mb ta: L3 héng trong
Internet Shortcut Files cho
phép d6i tugng tin cong
vuot qua co ché bao mat.
L5 hdng hién dang bj khai
thac trong thuc té.

- Anh huong: Windows
10, Windows 11,
Windows Server 2019,
2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21412

CVE-2024-21379

- biém: CVSS: 7.8 (Cao)
- Mb ta: L3 héng trong
Microsoft Word cho phép
dbi twgng tan cong thuc
thi ma tur xa.

- Anh huong: Microsoft
Word,

Microsoft Office,
Microsoft Office LTSC,
Microsoft 365 Apps for
Enterprise.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21379

CVE-2024-21384

- biém: CVSS: 7.8 (Cao)
- M6 ta: L6 hong trong
Microsoft Office
OneNote cho phép ddi
tugng tan cong thuc thi
ma tur xa.

- Anh hudng: Microsoft
Office LTSC, Microsoft
365 Apps for Enterprise.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-21384

CVE-2024-20673

- Piém: CVSS: 7.8 (Cao)
- M6 ta: L& hdong trong
Microsoft Office cho phép
d6i twong tin cong thuc
thi mé tur xa.

- Anh huong: Microsoft
Office LTSC, Microsoft
Office, Skype for
Business.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-20673




- biém: CVSS: 7.6 (Cao)
- M6 ta: L3 hong trong
Windows SmartScreen
cho phép dbi tuong tin
cong vuot qua co ché bao | https://msrc.microsoft.com/upda
8 CVE-2024-21351 | mat. L& hong hién dang | te-guide/vulnerability/CVE-

bi khai thac trong thuc té. | 2024-21351

- Anh huong: Windows
10, Windows 11,
Windows Server 2016,
2019, 2022.

2. Huéng din khic phuc

Bién phap t6t nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong an toan
thong tin noi trén theo hudng dan cia hing. Hudng dan chi tiét khac phuc cac 15
hong bao mat trén tai dia chi: https:/attt.thanhhoa.gov.vn (Muc Huéng dan >

KV nang An toan thong tin). Cac don vi tham khédo cac ban cap nhat phu hgp cho

cac san phém dang str dung tai link nguén tham khao tai muc 1 cua Phu luc.

chu'E" “‘n"q AN TORN THONG TIN Mn"ﬁ Trangchi Tintic Canhbao Xép hang ATTT  Lién he
TINH THANH HOA ::

Tin hoat dong

Nang cao nhan thic an toan Mat tién ty vi bi lira cai phan mém
¥ mang cho ngudi I6n tudi dich vu cong gia mao, déi ngoai té

~
I
|
=]

Téi dién chiéu lira cong tac vién online

11 doan lira dao truc tuyén 3t tuan vira qua, theo tong hop cua Cuc Lo dién hinh thire lira dao thong Céc hinh thirc lira ddo truc tuyén
béo dich vu chir ky s6 hét han dip giap Tét Nguyén dan 2024

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/2/13/the-february-2024-
security-update-review



https://attt.thanhhoa.gov.vn/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/2/13/the-february-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/2/13/the-february-2024-security-update-review

(Kem theo cong van so

Phu luc 02: Thong tin cac don vi c6 két ndi ma doc

/TTCNTT&TT-QTHT ngdy

thang nam 2024

cua Trung tam Cong nghé thong tin va Truyén thong Thanh Hoa)

DPia chi két noi

STT Pon vi bi nhiém IP ma doc
o » o 34.91.94.238
1 | S Nong nghi¢p phat trién 113.160.181.5 | 35.247.124.134

NOng thon

34.101.226.87
2 S¢ Tai nguyén va Méi truong | 113.160.187.187 34.91.32.224
3 UBND huyén Ba Thudc 113.160.182.204 184.105.192.2
4 UBND huyén Ngoc Lac 113.160.185.0 184.105.192.2
34.101.226.87
5 UBND huyén Nong Céng 14.241.85.233 34.91.94.238
35.247.124.134
34.91.94.238
N ra i 34.101.226.87
6 UBND huyén Yén Dinh 113.160.183.96 35947 124 134
34.150.171.112
7 UBND huyén Quang Xwong 113.160.182.236 34.101.226.87




Phu luc 03: Thong ké cac mdy tinh chua cap nhat 16 hong bao mat

(Kém theo céng van so /TTCNTT&TT-QTHT ngay  thang nam 2024
cua Trung tam Cong nghé thong tin va Truyén thong Thanh Hoa)
S6 lwong may chua
STT Pon vi cap nhat lo hong
biao mat

I Cic Co quan, don vi cip S¢

1 Ban Quaén 1y Khu kinh té Nghi Son 49
2 S¢ Ké hoach va Pau tu 45
3 S& Nong nghiép va Phat trién nong thon 33
4 S¢ Xay dung 31
5 S¢ Lao dong, Thuong binh va Xa hoi 30
6 S& Giao thong van tai 27
7 S¢ Tai nguyén va Moi truong 25
9 S¢ Tu phap 25
10 | S& Vin hoéa, thé thao va Du lich 25
11 S Cong thuong 12
12 Ban Dan toc 8
13  |S6Yté 8
14 S¢ Ngoai vu 6
16 S& Giao duc va Pao tao 5
17 S& Noi vu 5
18 S& Khoa hoc va Cong nghé 3
19 Thanh tra tinh 3
I UBND cip huyén

1 UBND huyén Bong Son 55
2 UBND TX Nghi Son 43
3 UBND huyén Tho Xuan 35
4 UBND huyén Ha Trung 29
5 UBND huyén Thach Thanh 29
6 UBND thanh phd Thanh Hoa 27
7 UBND huyén Cam Thity 25
8 UBND huyén Hoang Héa 21
9 UBND huyén Yén Dinh 21
10 UBND huyén Thi¢u Hoa 20
11 UBND huyén Tri¢u Son 20
12 UBND huyén Vinh Loc 20




13 UBND huyén Ba Thuoc 14
14 UBND huyén Quang Xuong 12
15 UBND huyén Nga Son 11
16 UBND huyén Quan Hoa 11
17 UBND huyén Thuong Xuén 10
18 UBND huyén Nhu Thanh 9
19 UBND huyén Nong Céng 9
20 UBND thi xa Bim Son 9
21 UBND huyén Muong Lat 8
22 UBND huyén Quan Son 8
23 UBND huyén Nhu Xuan 7
24 | UBND thanh phé Sam Son 7
25 UBND huyén Ngoc Lac 6
26 UBND huyén Lang Chanh 3
27 UBND huyén Hau Ldc 2
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